®

Check for
updates

Scientific and Technological Advances
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Abstract Powered by advances in computing technology, a range of professions
and business enterprises have moved toward a more science-driven approach to
operations. Law enforcement has been no exception. In fact, the modern day idea of
intelligence-led policing (ILP) emerged in the UK in the 1990s as the country was
pushing all government services to operate on more of a data-informed, business
process or managerial model. This trend led to the development of a British
“National Intelligence Model” (NIM), which by 2002, was formally adopted as
policy for law enforcement agencies nationwide. “The NIM followed the govern-
ment policy of using a business process model to deal with crime control and
employed the ILP philosophy to introduce intelligence into virtually all aspects of
the policing business plan” (p. 311).

ILP has surged in popularity among US law enforcement agencies, although
what exactly ILP means in an operational sense, and how it is implemented varies
considerably (Ratcliffe J, Intelligence-led policing. Routledge, New York, 2016). At
the most basic level, ILP is commonly defined as “the collection and analysis of
information related to crime and conditions that contribute to crime, resulting in
actionable intelligence products intended to aid law enforcement in developing tac-
tical responses to threats and/or strategic planning related to emerging or changing
threats” (Carter DL, Carter JG, Crim Justice Policy Rev 20(3):310, 2009, p. 317).
Although sometimes broadly considered, ILP has become widely used. It is not a
“program,” but more of a philosophy and approach for meeting a law enforcement
agency’s mission objectives. This chapter will not focus primarily on the program-
matic aspects of ILP, but on scientific and technological advances that have enhanced
and accelerated the intelligence analysis process for policing applications.
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1 Introduction

Powered by advances in computing technology, a range of professions and business
enterprises have moved to toward a more science-driven approach to operations.
Law enforcement has been no exception. In fact, the modern day idea of intelligence-
led policing (ILP) emerged in the UK in the 1990s as the country was pushing all
government services to operate on more of a data-informed, business process or
managerial model. This trend led to the development of a British “National
Intelligence Model” (NIM), which by 2002, was formally adopted as policy for law
enforcement agencies nationwide. “The NIM followed the government policy of
using a business process model to deal with crime control and employed the ILP
philosophy to introduce intelligence into virtually all aspects of the policing busi-
ness plan” (p. 311).

ILP has surged in popularity among US law enforcement agencies, although
what exactly ILP means in an operational sense, and how it is implemented varies
considerably (Ratcliffe 2016). At the most basic level, ILP is commonly defined as
“the collection and analysis of information related to crime and conditions that con-
tribute to crime, resulting in an actionable intelligence products intended to aid law
enforcement in developing tactical responses to threats and/or strategic planning
related to emerging or changing threats” (Carter and Carter 2009, p. 317). Although
sometimes broadly considered, ILP has become widely used. It is not a “program,”
but more of a philosophy and approach for meeting a law enforcement agency’s
mission objectives.

This chapter will not focus primarily on the programmatic aspects of ILP, but on
scientific and technological advances that have enhanced and accelerated the intel-
ligence analysis process for policing applications. We begin by defining intelligence
and differentiating it from crime “data” or crime-related information, then we
briefly discuss progress in the professionalization of law enforcement intelligence
as a field of practice. Next, we demonstrate how science has helped advance the
“human” dimensions of analytic tradecraft. Finally, we review recent developments
in computing and in information and communication technology that have enabled
analytic advances for policing applications.

1.1 Intelligence, Data and Information

Too often, the term “intelligence” is used casually, even in law enforcement par-
lance, to refer to crime data, statistics, or any potentially useful points of crime-
related information. Intelligence may build on data or information, but the terms
and concepts are not synonymous. In the field of Information Science there is a
widely acknowledged hierarchy of information-related content, centered on four
concepts: data, information, knowledge and wisdom (DIKW) (Ackoff 1989).
Sometimes “understanding” is considered a separate category between knowledge
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and wisdom. Each cumulatively builds upon the other. In fact, this particular stack
is often called the DIKW Hierarchy or just the “Information Hierarchy” (Rowley
2007). Systems theorist, Russell Ackoff (1989), defined the elements of this con-
struct in the following way:

— Data: symbols with no inherent meaning

— Information: data that have been given meaning; provides answers to “who”,
“what”, “where”, and “when” questions

— Knowledge: application of data and information; answers “how” questions

— Understanding: appreciation of “why”

— Wisdom: evaluated understanding.

In this hierarchy, information is defined in terms of data, knowledge is defined in
terms of information, and wisdom is defined in terms of knowledge (Rowley 2007).
Analysis is the mechanism to get from data to information and from information to
knowledge, understanding, and wisdom.

Intelligence, akin to “wisdom” in the Information Hierarchy, is a high-level con-
cept. It is not just “processed” information; rather intelligence refers to the action-
able insights derived from analyzed and evaluated information. As intelligence
expert Robert Clark (2019) suggests: “A typical goal of intelligence is to establish
facts and then to develop precise, reliable, and valid inferences (hypotheses, estima-
tions, conclusions, or predictions) for use in strategic decision-making or opera-
tional planning” (p. 22). In that sense, intelligence is information in action, or in
Michael Warner’s (2002) words, “It is what people do with data and information
that gives them the special quality we casually call intelligence” (p. 17).

Concerning Law Enforcement Intelligence, specifically, Carter (2009) offers the
following insightful definition:

intelligence is the end product of an analytic process that evaluates information collected
from diverse sources; integrates the relevant information into a logical package; and pro-
duces a conclusion, estimate, or forecast about a criminal phenomenon by using the scien-
tific approach to problem solving (that is, analysis). Intelligence, therefore, is a synergistic
product intended to provide meaningful and trustworthy actionable knowledge to law
enforcement decision makers about complex criminality, criminal enterprises, criminal
extremists, and terrorists (p. 9).

Data, information and intelligence have all supported law enforcement opera-
tions, but the strategic and tactical uses of intelligence have created a modern ethos
of “evidence based policing.” The status of intelligence in American law enforce-
ment was markedly elevated in the wake of the 9/11 terrorist attacks. Those attacks
were widely cited as resulting from a “failure of intelligence.” In the post-9/11 era,
federal, state, local and tribal law enforcement agencies were pushed to move from
traditional approaches of response driven policing to more proactive approaches
emphasizing prevention and risk management. They were also given a much more
central role (and responsibility) for homeland defense and security. Improvements
and advancements in law enforcement intelligence were often the centerpiece of
those efforts.
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Because intelligence is defined by the meaning educed from processed and ana-

lyzed information, all intelligence, including law enforcement intelligence, emerges
from a recursive sets of tasks and activities, known as the Intelligence Cycle. The
traditional intelligence cycle comprises the following five stages:

Planning and Direction: The first stage involves establishing what intelligence
the consumer/requestor needs to best inform her/his decision. The planner should
identify not only she/he thinks the customer “needs to know,” but what the con-
sumer will do with the information. The intelligence points needed for the deci-
sion are known as “Intelligence Requirements.” The requirements guide the plan
for what data or information will be collected (as well as how and from where it
will be collected), what kind of analysis or processing is needed, and to whom
(and how) the finished intelligence product it will be disseminated.

Collection: In the second stage, the raw data or information is collected in accor-
dance with the plan. That data may come from publicly available information
(Open Source) and/or from secret or classified sources, and may be gathered
from straightforward searches of textual materials, queries of human assets, or
through technical means (e.g., electronic, satellite imagery, measurements, etc).
Processing: In the third stage, the raw data or information is processed into a
usable form. That may involve decryption, language translations, technical mea-
surement or statistical analysis. In the era of Big Data and information overload,
a critical preliminary task for the processing stage may be data reduction — sift-
ing through the “noisy” data and drilling down to the most vital and reliable
points. This might be regarded as a type of “pre-processing.”

Analysis and Production: The fourth stage is where data becomes intelligence.
An analyst evaluates and integrates all relevant data/information from various
sources, attempts to “make sense” of it, and to draw inferences and conclusions
with regard to the original intelligence requirements.

Dissemination: In the fifth and final stage, the analytic assessment, a finished
product, is provided to the intelligence consumer/requestor in a form that directly
addresses the specified intelligence requirements. That will lead the intelligence
consumer/requestor to determine whether the intelligence provided is sufficient,
or whether additional intelligence requirements need to be prosecuted, which is
the function of the first stage; hence, the cyclical nature of the process.



Scientific and Technological Advances in Law Enforcement Intelligence Analysis 103

Dissemination

dveic & Production i
Analysis & Productior <. Processing

1.2 Human-Centered Advances in Intelligence

After 2001, as law enforcement agencies began building or growing their intelli-
gence capabilities, demand grew quickly for qualified law enforcement intelligence
analysts. Two related trends are especially noteworthy: (1) professionalization of
law enforcement intelligence as a discipline and (2) the application of scientific
knowledge to improve human analytic performance.

1.2.1 Professionalization of Law Enforcement Intelligence Analysis

Although intelligence and crime analysts have worked in law enforcement for
decades, as a discipline, law enforcement intelligence analysis is still fairly young
(Gentry 2016; Marrin 2016; Marrin and Clemente 2006). It was not until the 1980s
that crime and intelligence analysts began networking, organizing and developing a
collective sense of professional identity. The first professional association for law
enforcement analysts— the International Association of Law Enforcement
Intelligence Analysts, Inc. (IALEIA)—only began in October, 1981. They currently
have over 2500 members from more than 40 countries. A second organization
emerged in 1990—the International Association of Crime Analysts (IACA). They
currently claim over 4000 active members from more than 60 countries.
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Both groups have worked toward developing standards of practice and “profes-
sionalizing” the discipline. Mature professions typically share certain characteris-
tics, such as having recognized governing bodies, formal training and continuing
education programs, certifications, a common body of knowledge and standard
methods for knowledge discovery (research) and management. The field of intelli-
gence analysis generally has made substantial progress in these areas over the past
40 years (Gentry 2016; Marrin and Clemente 2006). Law enforcement intelligence
specifically is not quite as advanced, but is certainly moving forward.

Professional certifications and the standards that govern and drive them have
been essential elements in the professionalization of law enforcement intelligence
(Harrison et al. 2018). Both IALEIA and IACA have created professional certifica-
tion programs for analytic professionals. IALEIA’s program began in 1991. The
certification was crafted initially through a partnership with the Society of Certified
Criminal Analysts, but TALEIA has essentially subsumed that Society within its
certification process. They currently have a four tiered system, beginning with a
Basic Analyst Certification, and progressing to the Criminal Intelligence Certified
Analyst (CICA). The CICA designation should reflect that the analyst “has demon-
strated professional achievement in the intelligence analysis field though establish-
ing an experience base, participating in ongoing training and development activities,
and demonstrating analytic competency.” Criteria include professional analytic
experience, specialized analytic training and formal education concerning 17 con-
tent/skill areas.

After 9/11, The International Association of Chiefs of Police (IACP) and the
Community Oriented Policing Services (COPS) convened the “Summit on Criminal
Information Sharing: Overcoming Barriers to Enhance Domestic Security.” A cen-
tral conclusion from that Summit was that standards were needed for intelligence
training. This call for professional standards was echoed in The IACP Criminal
Intelligence Sharing Report: A National Plan for Intelligence-Led Policing at the
Local, State and Federal Level, and the Summit recommendations were formally
adopted by The Global Justice Information Sharing Initiative (Global) Intelligence
Working Group (GIWG) Training Committee. The GIWG then set about reviewing
and establishing best practices in law enforcement intelligence from federal, state,
and local-level programs.

In October 2003, the Global Justice Information Sharing Initiative released a
National Criminal Intelligence Sharing Plan (NCISP), and in 2005 the GIGWG, in
cooperation with IALEIA, released a set of 25 Law Enforcement Analytic Standards
for intelligence analyst certification programs and processes. The standards per-
tained to analyst education/training, professional conduct, and certification as well
as standards for the analytic processes and products themselves. Concerning profes-
sional certification, the Standards made the following specific recommendation:

Analysts should be certified by an agency or organization (governmental, professional
association, or institution of higher learning) program specifically developed for intelli-
gence analysts. These analytic certification programs shall reflect experience, education,
training, and proficiency testing (Global Justice Information Sharing Initiative 2007, p. 1).
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This call accelerated the field’s movement toward widespread endorsement of
analyst certification (Global Justice Information Sharing Initiative 2003).

TALEIA’s certification was aligned with NCISP guidelines. Building on the
NCISP mandate, IACA’s professional certification program—the Certified Law
Enforcement Analyst (CLEA)—began testing analysts in 2005. Criteria for the
CLEA credential also include professional analytic experience, specialized analytic
training and formal education to include 19 content/skill areas. Both the CICA and
CLEA certifications have authoritative reference documents comprising a common
body of knowledge for law enforcement analytic practitioners.

A comparison of the Certification domains for the CICA and CLEA certifica-
tions in provided in Table 1.

The experience, training/education and professional knowledge requirements for
the CICA and CLEA credentials are substantially similar. IALEIA tends to focus
more on strategic-level analysis (e.g., longer term, future-oriented assessments),
while TACA tends to emphasize the tactical-level (e.g., immediate and short-term
characterizations of the operating environment). Similarly, TALEIA tends to high-
light more traditional, qualitative, expert-driven assessment methods (with roots in
structured analytic techniques), while IACA has a more explicit focus on quantita-
tive, data-driven methods (with roots in crime statistics and analytics). Law enforce-
ment analysts in both organizations (and with both certifications), however, can

Table 1 Comparison of IALEIA and IACA knowledge domains

TALEIA’s CICA exam domains

TIACA’s CLEA exam domains

Analytic techniques and methods

Crime analysis — terms, concepts and
processes

Creative and critical thinking

Law enforcement models

Crime indicators

Criminal behavior

Crime pattern analysis

LE data and crime analysis data sources

Inference development

Internet resources

Information management — classifications,
collation

Crime analysis data and data management

Information sharing

Applied research methods

Information sources

Descriptive statistics

Intelligence cycle/process

Advanced statistical concepts

Intelligence-led policing

Qualitative analysis

Intelligence product development

Spreadsheet operations

Legal, privacy, ethics issues

Temporal analysis

Logic

Intelligence analysis and intelligence
charting

Recommendation development

GIS and crime mapping

Structured analytic techniques

Spatial analysis and forecasting

Strategic analysis

Effective analytical writing

Tactical analysis

Analytical products

Applied crime series analysis

Organized crime
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operate across the strategic-tactical spectrum and may use qualitative and/or quan-
titative analytic methods; the difference is mainly a matter of emphasis. Both orga-
nizations and both professional certifications have helped to standardize and raise
the bar for analyst qualifications, just as the Law Enforcement Analytic Standards
and Law Enforcement Analyst Certification Standards have elevated law enforce-
ment analytic practices, processes and products (Bruce and George 2015).

1.2.2 Applying Science to Improve Human Analytic Performance

Intelligence analysis relies on complex cognitive processes, to include evaluating
and weighing evidence to test hypotheses and educe conclusions under conditions
of uncertainty. There are well-known limitations to those cognitive capabilities,
however, that can directly affect analytic outcomes. Two applications of science (i.e.
the science of human judgment and decision making) have had a particular impact
on human analytic performance in intelligence-related analytic tasks. The first
occurred over several years as a senior CIA analyst sought to educate analysts on
decision-making research, and look for ways to mitigate the impact of cognitive
biases. The second was a large-scale program of research aimed at understanding
how people make forecasts and predictions about geopolitical events, and how those
assessments might be optimized.

The first of these watershed applications began in the late 1970s and continued
through the 1980s, as the Central Intelligence Agency’s (CIA) Directorate of
Intelligence (the Agency’s analytic arm) began circulating a series of internal docu-
ments “reviewing cognitive psychology literature concerning how people process
information to make judgments on incomplete and ambiguous information” (Heuer
1999, p. vii). The research findings were digested and illustrated with challenges
facing intelligence analysts, and accompanying recommendations for how analysts
might apply evidence-based strategies to mitigate these common cognitive limita-
tions. Many of these documents were authored by Richards Heuer, who subse-
quently compiled and supplemented them to create a now-classic work titled,
Psychology of Intelligence Analysis. That body of work may represent the origins of
“analytic science.”

Heuer’s memos described research illuminating a number of cognitive biases,
limitations and heuristics (mental “shortcuts”) that are common in nearly all forms
of human judgment and decision-making. Among the points revealed in stud-
ies were:

e The human brain is “wired” to look for cause-and-effect explanations. As a
result, people develop their own “mental models” of the problems they are trying
to solve. Those models carry causal assumptions that may or may not have any
basis in fact. Sometimes people are aware of their implicit models and assump-
tions; sometimes not. But those models and assumptions guide their judgments.

» Although people often think that having more information always leads to better
decisions, studies suggest that is not true. There are limits to the value (or
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“incremental validity”) of adding new information. In fact, by always seeking
“more information” people can add valueless inputs that ultimately undermine
the accuracy of their decisions.

* When people are looking for answers or solutions under conditions of uncer-
tainty, they tend to look for, and therefore find, information that confirms their
prior assumptions and previously held beliefs. Information that does not fit with
what they already believe is typically overlooked or dismissed. This creates an
inherent “confirmation bias” in their judgments.

* Although people (including analysts) tend to value the forecasts of “experts” in
a field much more than the predictions of people who do not have subject matter
expertise, experts rarely produce more accurate predictive judgments—and
sometimes they do significantly worse than non-experts. They certainly have no
greater immunity to the general cognitive limitations and biases that routinely
plague human decision making.

There are dozens of other known cognitive biases and heuristics that can affect
decision making. The bad news is that it is probably impossible to eliminate them.
The good news is, with awareness of these potential cognitive hazards, it may be
possible to mitigate them or reduce their impact by changing the way a problem is
structured or solved. The key implication, as Heuer points out, is that “Intelligence
analysts should be self-conscious about their reasoning processes. They should
think about how they make judgments and reach conclusions, not just about the
judgments and conclusions themselves” (Heuer 1999, p. 31, emphasis in original).
The highlights from these studies are still included in most intelligence analysis
training programs.

Heuer’s persistent interest in reducing bias and improving analytic judgments,
led him (and other analysts, such as Randy Pherson) to develop a set of “Structured
Analytic Techniques” (SATs). These are tools and techniques to help an analyst
expose and explore her/his implicit mental model, to explore alternatives that may
not comport with his/her prior beliefs, and to challenge her/his own conclusions and
underlying arguments (Heuer and Pherson 2010). Although a given technique may
serve multiple functions, they are generally grouped into three categories: Diagnostic
Techniques aim to illuminate assumptions and make judgments more transparent;
Contrarian Techniques challenge current thinking; and Imaginative Thinking
Techniques are used to encourage new insights, perspectives or possible outcomes.

These techniques have become an essential part of intelligence analytic tra-
decraft taught within the U.S. Intelligence Community and in most analytic training
programs. The SATSs also cohere with and support the U.S. Intelligence Community’s
Analytic Standards, as outlined in Intelligence Community Directive 203 (ICD
203). The Analytic Tradecraft Standards described in ICD 203 require, among other
things, that analytic products describe the underlying sources and methods used for
the analysis; explicitly address any uncertainties; distinguish source information
from assumptions and analytic judgments; and incorporate an analysis of alterna-
tives. SATs hold substantial promise for improving the quality of analytic judg-
ments and products. Unfortunately, despite SATs widespread inclusion in training
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and policy, very little empirical research has been conducted to which ones work or
when and how they may work (Artner et al. 2016).

The second major application of science to enhance human analytic perfor-
mance—particularly for anticipatory analyses or forecasts—emerged through a
program of research, funded by the Intelligence Advanced Research Project Activity
(IARPA), called The Good Judgment Project (GJP). The GJP was a large scale,
multi-year research study examining human judgments, individually and collec-
tively, about geopolitical affairs and events—a task closely related to intelligence
analysis, at least for National Intelligence. They used a “forecasting tournament”
approach, logging hundreds of thousands of forecasts from over two thousand par-
ticipants. The participants were not all political “experts,” but those who signed up
to participate did have higher levels of intelligence and political knowledge than the
general population (Mellers et al. 2015).

The GJP research team wanted to understand what distinguished more accurate
from less accurate forecasters, whether forecasters did better working on their own
or in groups, and how the performance of aggregated (“crowdsourced”) forecasts
might differ from individual ones. A particularly intriguing question was whether
training in probabilistic thinking, scenario analysis, and tips for mitigating cognitive
bias could improve the accuracy of forecasts. The prediction questions pertained to
events such as who would win an upcoming Russian election and whether a violent
incident would occur in the South China Sea in 2013 that kills at least one person
(Mellers et al. 2015; Ungar et al. 2012).

Concerning the question of what dispositional and behavioral characteristics
might distinguish more accurate from less accurate forecasters, they found:

The best forecasters scored higher on both intelligence and political knowledge than the
already well-above-average group of forecasters. The best forecasters had more open-
minded cognitive styles. They benefited from better working environments with probability
training and collaborative teams. And while making predictions, they spent more time
deliberating and updating their forecasts (Mellers et al. 2015, p. 10).

Regarding the question of whether forecasters did better working on their own or in
groups, and how the performance of aggregated forecasts might differ from indi-
vidual ones, GJP researchers found that team forecasts (where groups of forecasters
discussed the questions collectively deliberated on them) and prediction markets
(e.g., aggregated forecasts) performed better than individual ones, but that forecast
accuracy varied depending on exactly how the collective forecasts were combined.

Characteristics of the Best Geopolitical Forecasters:

* Open-minded

* Good at pattern detection
* High cognitive flexibility
* Aware of their own biases
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(continued)

* Good at inductive reasoning

* Good understanding of geopolitics

* Understand probabilistic reasoning

e Reflective and intellectually curious

e Understand the nature of uncertainty

e Put forth sustained effort in deliberations

e Perform successfully in team environments

e Continuously monitor ongoing current affairs

* View forecasting as a skill, not an innate “talent”

* Good at disaggregating and synthesizing problem components

* Committed to practice, learning from, and improving decisions

e Adjust their forecasts more regularly, based on changing
circumstances

e Skilled in balancing factors that affect judgments (e.g., over-under
confidence)

Source: Mellers etal. (2015), Tetlock and Gardner (2016) and Ungaretal. (2012).

Finally, the GJP Researchers found that training did improve the accuracy of
predictions. That may seem intuitively obvious, but quite a few prior studies have
found that training in statistics, for example, did not mitigate the common probabil-
ity biases or misleading heuristics that commonly plague human judgments. People
tend to underestimate and have lower confidence about high probability events
(above .75), and to overestimate with higher confidence those events with low prob-
ability (below .75) (Ferrell 1994). Statistical training and education have not elimi-
nated those tendencies, but the GJP training did seem to improve forecasters’
accuracy (Chang et al. 2016).

The training evolved over the years of the study. The nature of the training, and
lessons for aspiring forecasters, are described elsewhere in greater detail (Chang
et al. 2016; Tetlock and Gardner 2016), but by Year 3, they were focusing on a set
of tips for better probabilistic reasoning and a set of guidelines for political reason-
ing. As a mnemonic device, they represented the main points by the acronym:
CHAMPS KNOW, which breaks down in the following way (Chang et al. 2016;
Tetlock and Gardner 2016):

Probabilistic Reasoning Principles

e Comparison classes inform probability estimates
* Hunt for the right information

e Adjust and update forecasts when appropriate

e Mathematical and statistical models can help

e Post-mortem analysis after outcomes are known
e Select the right questions to answer
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Political Reasoning Principles:

* Know the power players and their preferences

* Norms and protocols of domestic and international institutions matter

e Other perspectives (bottom-up eruptions of mass protest, globalization/
interconnected-world arguments, efficient-markets thesis and its critics ...)
should also inform your forecasts

e Wildcards, accidents and black swans can catch you off-guard. Beware of
irreducible uncertainty

Results from the Good Judgment Project represent some of the most significant
applications science to advance human performance on intelligence-related analytic
assessments.

1.3 Technology-Centered Advances in Intelligence Analysis

In the early days of intelligence analysis, finding “enough” data and information
was an ongoing challenge. Today, we have the opposite problem — information over-
load. The volume, variety, and velocity of information continues to grow with no
clear leveling point in sight. The devices we carry and use every day to work, to
communicate and to entertain are continuously generating and emitting new data
from text and images to radio frequency signals to GPS coordinates. And with a
surge in the Internet of Things (IoT), we are adding new data-generating devices
every day (Brantly 2018).

We have encountered data surges before in modern history; for example, when
active communication satellites first appeared in 1962, but what we face today is
truly unprecedented. Putting a number on that volume of data is nearly impossible.
The numbers used to estimate it are almost incomprehensible. Just when people
have gotten their heads around the idea of gigabytes and terabytes, the amount of
information extends to petabytes (each is a thousand terabytes) and zettabytes (each
is a billion terabytes). To illustrate the volume and velocity of data, a 2014 report by
Dell EMC estimated the size of the “digital universe” in 2013 to be 4.4 zettabytes.
The report predicted by 2020, its size would grow tenfold to 44 zettabytes (Dell
EMC 2014). Collecting, storing, managing, and analyzing that amount of data poses
a whole new set of challenges to law enforcement and intelligence agencies (Akhgar
et al. 2015; Chan and Moses 2017). As a result, data literacy, management, and
analysis are rapidly emerging as core competencies for intelligence analysts (Hare
and Coghill 2016; Manning 2008; Ratcliffe 2004; Weston et al. 2019).

While the continued rise of “Big Data” poses a number of challenges for law
enforcement organizations, it also offers some compelling opportunities. As ILP’s
popularity continues to grow, the availability of more data and the ability to aggre-
gate and analyze that data greatly enhance the potential for “predictive policing”
and multi-dimensional crime control methods, which is likely to lead to more
science-informed operational planning (Leng and Li 2018). The emergent field of
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“criminal analytics,” based on Big Data, has important implications, not only for
police patrols, but also for criminal investigation where tools may help to establish
subject identities (resolving inconsistencies), reveal the structure of a criminal orga-
nization and the roles of its participants, link modus operandi across events, suggest
subject location and profiles based on crime patterns and offense characteristics,
and even shorten a list of suspects (Babuta 2017; Hu 2019; Li and Wang 2015;
Perera et al. 2014; Pramanik et al. 2017).

In this section of the chapter, we will review some common and emergent tech-
nologies used by law enforcement intelligence professionals to exploit and derive
insights from large amounts of data. Specifically, we will address spatial analytic
technologies, network analytic technologies, data mining technologies, and the
applications of artificial intelligence. These have been used in a wide range of polic-
ing applications, including human trafficking, wildlife trafficking, organized crime,
and money laundering.

1.3.1 Spatial Analytic Technologies

Spatial analytic technologies have been a mainstay of crime analysis, almost since
its inception. Spatial technologies, in the broadest sense, use place or location as the
main unit of analysis. Before the advent of computer-assisted mechanisms, spatial
analyses were manually represented on physical maps. It was an arduous, time-
consuming process. These were the origins of “crime mapping.” Early applications
focused on the basic question of where, within a given jurisdiction, certain kinds of
crimes were occurring. Because most crime in any given city is typically concen-
trated in 20% or less of the municipality’s total area, this kind of mapping allowed
police managers to allocate patrol resources where they were most needed.

Even when computerized crime mapping efforts first began to emerge in the late
1960s, however, the machinery was cumbersome and expensive and the results were
very basic (akin to automated “pin mapping”). Crime mapping with Geographic
Information Systems (GIS) did not really hit its stride until the late 1980s, as (a)
information technologies advanced and became more affordable, (b) location-based
crime reporting became mandatory, and (c) criminological approaches evolved
from being offender-focused to more context-focused (Wang 2012).

The advent of the Global Positioning System (GPS) for geocoding markedly
improved the accuracy and precision of GIS applications in law enforcement. In
1974, the US Government (USG) launched the first GPS satellite—part of its
planned NAVSTAR System. The System currently has at least 32 operational satel-
lites (with three “backups”), configured so that 24 are available 95% of the time.
GPS was limited to military use until the early 1980s when it was opened to com-
mercial civilian aircraft to improve safety and navigation. In 2000, Congress
approved a plan to configure GPS satellites to transmit two additional signals that
would be open for more widespread civilian use. Now, GPS receivers are inexpen-
sive, widely available, and are even built into most smart phones. They are also
commonly installed on police patrol vehicles and are increasingly attached to
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equipment that officers carry on their persons. This has allowed law enforcement
agencies to optimize their dispatching and to more closely track their officers in
the field.

Law enforcement use of spatial technologies has expanded more recently into
the use of unmanned aerial vehicles (UAVs or “drones”). Civilian UAV use became
more popular after Congress passed the FAA Modernization and Reform Act of 2012
(FAA Act), which effectively cleared drone use for policing operations. In a 2015
study of 46 law enforcement agencies in 11countries, more than a quarter (26%)
said they were using UAVs for policing-related purposes (Custers and Vergouw
2015). GPS receivers are also embedded in many advanced UAVs. Civilian police
drones are often equipped with cameras and may be used for static (crowds, objects,
crime scenes) or dynamic observation (moving vehicles, suspects). Some drones,
such as those configured with emitting light, sound or scent, even have the potential
for “active” use on the public (Engberts and Gillissen 2016). The potential use of
“armed” drones, either with lethal or “less lethal” armaments, by domestic, civilian
law enforcement agencies remains a matter of active debate and discussion
(Brumfield 2014; Straub 2014).

Law enforcement GIS applications are still primarily used for crime prevention
and increasingly for criminal investigations. GIS has had a central role in “predic-
tive policing,” a term used to describe the practice of using spatio-temporal, histori-
cal data to anticipate or predict future crimes (Ferreira et al. 2012; Hardyns and
Rummens 2018; Herchenrader and Myhill-Jones 2015). Location data are used (a)
to identify “hotspots,” which may be small geographic areas with high crime con-
centrations or areas where risk zones are more densely concentrated around particu-
lar criminal incidents, and (b) to create Risk Terrain Models to identify areas that
are sensitive to higher crime rates (Hardyns and Rummens 2018). A rigorous review
of 19 experimental or quasi-experimental evaluation studies found that hotspot
policing led to significant reductions in crime and/or disorder in 20 of the 25
instances in which it was tested (Braga et al. 2012). Hotspot policing is widely
regarded as one of the most robustly supported evidence-based policing and crime
policy practices. Beyond GIS’ broader function in identifying risk zones and
hotspots for crime, geographic profiling has also assisted investigators in individual
cases by identifying an offender’s most likely area of residence based on the loca-
tions of a linked series of crimes (Rossmo 2012; Rossmo and Velarde 2008).

1.3.2 Network Analytic Technologies

Understanding criminal networks is extraordinarily important for exploiting crimi-
nal enterprises, and even assessing the behavior of particular criminal actors (Bichler
2019). The yields can be especially valuable to intelligence analysts, particularly in
cases involving clandestine activity, complex criminal enterprises, or operational
cells (Burcher and Whelan 2018; Sparrow 1991). Clark (2019) suggests that ignor-
ing or under-analyzing network activity is one of the major causes of intelligence
failures. Network analyses—basically a map of the ties and interactions among of
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set of entities—have been successfully deployed in law enforcement against a wide
range problems such as organized crime (van der Hulst 2009), drug trafficking
(Bright et al. 2019), money laundering (Drezewski et al. 2015); terrorism (Dorfler
et al. 2019); human trafficking, even trafficking wildlife (Haas and Ferreira 2015).

Different forms of network analysis exist. For example, basic Link Analysis and
Analytic Charting have been staples in the analyst’s toolkit for decades (Harper and
Harris 1975). One of the most popular modern techniques among law enforcement
and intelligence agencies has been Social Network Analysis (Van der Hulst 2009).
About 43% of law enforcement agencies in one international sample said they
employed SNA in their operations (Custers and Vergouw 2015). In SNA, people are
typically the “entities” or “nodes” of interest. One key way in which SNA differs
from other kinds of security-related analyses is that the focus is not on an individual
offender, but on the ties and connections that each actor within a given system has
or does not have with the other actors in that system. Simply put, relationships, not
individual actors, are at the center of SNA (Van der Hulst 2009). Results are repre-
sented in visual form, which makes them easier for analysts to understand and to use
in communicating network information to others (Xu and Chen 2005).

SNA reveals the structure of set of networked relationship. Analysts can interpret
the implications of those structures for how the network will function and how its
actors may behave (Custers and Vergouw 2015). Illicit and criminal networks do not
always behave in the same way as legitimate and open networks (Bright et al. 2019).
SNA can illuminate the roles and functions that actors may have in a network, and
suggest important underlying dynamics like dependency between actors or relative
power and position. It can visually represent and mathematically quantify the
importance and centrality of the actors and the strength of ties between them
(Bichler 2019; Jentner et al. 2018). SNA has been used successfully in law enforce-
ment for scenario building, risk/threat assessments, hypothesis testing, network
destabilization, and establishing identities in the presence of aliases and conflicting
role information. Characterizing a criminal network in detail can even help intelli-
gence planners in decisions about when, how, and where to deploy or insert human
assets (Van der Hulst 2009).

1.3.3 Data Mining Technologies

Data mining is a broad term describing a range of tools and techniques for identify-
ing patterns and extracting potential knowledge from large sets of data. Data mining
techniques can be used for one or more of the following purposes: (1) to identify
connections or associations between people or entities (Link Analysis, akin to SNA,
which can be considered a Data Mining Technique); (2) to divide people or entities
into clusters, classes, or categories; (3) to identify, define and describe concepts
within a given knowledge domain; (4) to identify deviations or anomalies within
data or data trends; and (5) to represent data visually to discern patterns and con-
figurations that might not otherwise be detected in mathematical or numerical rep-
resentations (Mishra and Shelke 2015).



114 R. Borum

These techniques have increasingly been applied in law enforcement contexts to
support crime prevention, operational planning, and criminal investigations (McCue
2015; see Hassani et al. 2016 for an overview). Chen and colleagues (2003) provide
the following examples of how various data mining techniques are used in policing:

Entity extraction has been used to automatically identify person, addresses, vehicles, nar-
cotic drugs, and personal properties from police narrative reports. Clustering techniques
such as “concept space” have been used to automatically associate different objects (such
as persons, organizations, vehicles) in crime records. Deviation detection has been applied
in fraud detection, network intrusion detection, and other crime analyses that involve trac-
ing abnormal activities. Classification has been used to detect email spamming and find
authors who send out unsolicited emails. String comparators have been used to detect
deceptive information in criminal records. Social network analysis has been used to ana-
lyze criminals’ roles and associations among entities in a criminal network” (pp. 1-2).

There is substantial overlap between some data mining techniques and artificial
intelligence (AI), primarily with regard to machine learning (ML). Machine learn-
ing is exactly what it sounds like. Algorithms are configured so that the software or
“machine” actually learns as it sorts through the data. Two types of ML are com-
monly used, supervised and unsupervised. The difference pertains to whether the
classification outcomes (or “ground truth”) are known or unknown before the learn-
ing occurs.

For example, suppose you wanted to apply ML to distinguish fraudulent from
legitimate account records. You could use supervised learning if you have a set of
account records that you already know are fraudulent and a set that you know are
not. The ML algorithms will examine all features or attributes of all accounts in the
database (e.g., average balance, number of transactions in a given period, destina-
tions of deposits, etc), compare those features between the two groups, “learn”
which attributes differentiate those that are fraudulent from those that are legitimate,
and build a model to predict the membership of new data points. If, however, you
did not have a set of known fraudulent and legitimate accounts to start with, then the
ML algorithms would need to sift through all attributes in all accounts to examine if
two (or more) types of accounts could be identified based on the way the attributes
cluster together or correlate with one another. If two (or more) clusters emerge from
mining the data, then based on your prior knowledge (or what has been found in
prior studies) and/or experience, you as the analyst would need to explore whether
the way the attributes cluster and the differences between the two groups “make
sense” or align with what might be expected in fraudulent and legitimate accounts.
That would be an example of unsupervised learning. Although, in both cases, the
software or machine learns from the data (learning is where the “intelligence” part
of Al factors in), but what it learns, and how, is different.

Classification is one of the most fundamental and common uses for data mining
and ML techniques. These techniques use rules or attributes within the data to sort
entities into categories that are defined by those rules or attributes. In data mining,
generally, there are three particularly common methods used for classification pur-
poses: Decision Trees; Neural Networks; and Support Vector Machines. The follow-
ing section discusses each of these in a bit more detail:
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* Decision Trees use multistage algorithms (an algorithm is a formula that follows
an established process or set of rules), ultimately leading to an endpoint out-
come. The decision process is broken down into discrete segments, each with
two or more options. Whichever of those options is selected or matched moves
the formula to the next segment, that has two or more options. This process con-
tinues until the “answer” or ultimate outcome is reached. Decision Trees have
been used to identify suspicious email messages and detect insurance fraud.

» Artificial Neural Networks (ANNSs) comprise an interconnected set of compo-
nent algorithms, modeled to function like the human brain, where each compo-
nent (acting like a “processor”) completes a small task that collectively
contributes to the larger goal of recognizing a pattern. Typically, the network
contains one or more “learning rules” that change the strength of the connection
between components based on different inputs. ANNs do not process inputs in
the logical, sequential way that typical serial computer processors do. The net-
works do not execute instructions; rather, they respond to the inputs based on the
rules. These characteristics make ANNs especially useful when the relationships
between variables are unknown or are complex and difficult to characterize. If
the variables are labeled, the ANNs can classify them. If they are unlabeled, the
ANNSs can group or cluster them based on shared characteristics or attributes.
“Through executing the learning process and using programmable memories,
ANNs can predict new trends based on existing samples, and so they are being
used to predict potential criminal patterns based on observations of current crim-
inal activities” (Pramanik et al. 2017, pp. 5-6). ANNs have been applied to law
enforcement tasks like detecting lies in a set of statements and identifying smug-
gling vessels.

* Support Vector Machines (SVMs) are often relatively simple algorithms used
for supervised machine learning. Like all supervised learning, it begins with data
from two known groups, from which it builds a model to predict group member-
ship. Then the SVM sorts through the new data and classifies them into one of
two groups or categories. The SVM’s objective is to distinguish the two groups
as clearly as possible, so that if they are plotted on a graph, the two clusters are
visually as far apart from each other as possible. This can produce highly accu-
rate results without requiring much computing power. SVMs can be used to cat-
egorize text, images, and even handwriting. SVMs have been applied in law
enforcement tasks to identify harassing messages in social media posts, to iden-
tify the senders of emails and authors of documents, and for cybercrime detection.

1.3.4 Artificial Intelligence

Like Data Mining, the term Artificial Intelligence (Al) is used broadly to describe a
wide range of computing technologies. A general definition might characterize Al
as any software or hardware that either executes functions without human oversight
or improves its own performance by learning from experience. The “intelligence”
dimension refers to the ways in which Als execute human-like tasks and functions,
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thinking and acting rationally in perceiving, acting, learning, deciding and solving
new problems (Hoadley and Lucas 2018). For law enforcement applications, Al
systems have the potential to engage in surveillance, intelligence collection and
analysis, and even direct enforcement actions. A common example of Al-driven
enforcement might occur when cameras capture a vehicle that enters the plane of an
intersection after the traffic light turned red, sends a message to an information
system indicating that a violation has occurred involving a vehicle with a given
registration tag; that system links the tag number to the registrant, and automatically
generates a citation with a designated fine, which is sent to the vehicle’s registrant.
When no human intervention is involved in the process, the AI’s actions are often
referred to as “automated law enforcement” (Petit 2018).

Despite extraordinary investments and improvements in Al technologies, par-
ticularly over the past 15 years, the ability of automated systems to surveil, collect
and analyze intelligence, and take responsive enforcement action is currently lim-
ited. The leaps in progress may be most evident in some intelligence collection and
analysis tasks, where Al systems have information gathering and processing capa-
bilities that often exceed those of their human counterparts (Allen and Chan
2017; Ganor 2019). AI’s computing advantage does not suggest that law enforce-
ment officers and intelligence analysts can or should be replaced by machines. Nor
is that kind of replacement currently feasible or even likely to occur within the
foreseeable future (Faizal Bin Abdul Rahman 2017).

As with any technology trend, the rise of Al poses new opportunities and new
challenges. The trend for Al applications in law enforcement lies in identifying
ways that computerized or automated capabilities can support and improve human
decision making (Eldridge et al. 2018; Llinas et al. 2017; Pike 2019). Intelligence
analysis continues fundamentally to be a human task, and there are compelling rea-
sons in law enforcement applications to keep human analysts at the center of the
process. New spatial, network and data analytic technologies, however, can bring
more data and different kinds of data to bear on critical decisions and strengthen the
evidence base for analytic assessments. Algorithms and machine learning may be
important components of that process (Regens 2019).

Analytic and Al technologies may be evolving to a point where they might effec-
tively serve as consultants to investigators and analysts (Tecuci et al. 2014).
“Intelligent agents” are a major focus area in Al research. The term does not refer to
intelligence officers, assets or agents. The “agency’ lies within the software or hard-
ware itself. According to Brenner and colleagues (Brenner et al. 2012) “intelligent
software agents are defined as being a software program that can perform specific
tasks for a user and possesses a degree of intelligence that permits it to perform parts
of its tasks autonomously and to interact with its environment in a useful manner”
(p- 21). These agents can identify, extract and monitor information for analysis and
potentially for response (Brenner et al. 2012). This kind of automated action could
provide invaluable support for law enforcement intelligence analysts.

Although the abilities of Al technologies to classify and predict are constantly
improving, data mining and Al technologies are quite limited when it comes to
“understanding” phenomena and determining causal relationships. They may
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predict an outcome with reasonable accuracy, but they cannot explain why that deci-
sion was reached. While Al and data analytics can enable and accelerate LE analytic
capabilities, humans infuse meaning and sense making into the results (Lim 2016).
Data mining and Al may best support human analysts by triaging large volumes of
data and extracting key elements to hone the analyst’s focus (Llinas et al. 2017). Of
course, to properly leverage (and contain) these technologies, proficiencies in data
science and technology are likely to become increasingly important skills for law
enforcement intelligence analysts (Eldridge et al. 2018).

2 Conclusions

Intelligence-led policing has become a popular, in some cases even dominant,
approach to managing law enforcement operations in many Western countries
(Bureau of Justice Assistance 2005; Ratcliffe 2016). This philosophical shift has
elevated the importance of intelligence analytic capabilities in police organizations,
and put intelligence analysts at the center of critical operational decisions (Burcher
and Whelan 2019). Over the past 20 years, trends in professionalism and profes-
sional standards within the field of law enforcement intelligence analysis, and exter-
nal developments in science and technology have considerably advanced analytic
practice.

Looking at the human side of scientific advances, the emergence of two major
professional organizations—IALEIA and IACA—have moved law enforcement
analysts toward a sense of collective identity and created an infrastructure to
improve both analyst qualifications and analytic products. Although each organiza-
tion has a slightly different analytic focus (traditional vs data-driven analytic tra-
decraft) both offer analytic training, have the reference sources for a common body
of knowledge, and have established professional certification programs. Also, cog-
nitive psychologists have been giving greater attention to researching analytic tasks,
and intelligence analysts have been following that research more closely and apply-
ing it to their own tradecraft. A very recent scientific research program—the Good
Judgment Project—has begun to illuminate “what works” in forecasting future (par-
ticularly geopolitical) events, and the kind of traits and abilities that characterize
people who consistently make the most accurate predictions. This cross-pollination
of science and practice may lead to greater reliance on science-informed intelli-
gence analysis in policing.

On the technological side of advances in the field, a range of data analytic tech-
nologies have emerged to help analysts manage the influx of Big Data. Spatial tech-
nologies can identify location patterns among people, objects or events. Network
analyses can illuminate how people, objects or events are connected or tied together.
Data Mining technologies can find patterns and anomalies amidst massive volumes
of structured or unstructured data. And Artificial Intelligence technologies can learn
from sifting through datasets; can cluster, classify or categorize the data; and can
identify the more reliable and relevant data points, reducing the data load for
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analysts. Machine-driven analytic technologies will continue to improve, and will
likely do so at an incredible pace. Their applications in law enforcement operations
will test legal, ethical and policy boundaries, but they cannot and will not replace
critical capabilities provided by trained human analysts.
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